Wireless sensor network technology offers endless possibilities for innovative solutions for different security and intrusion detection and recognition applications. By distributing multiple clusters of preconfigured wireless sensor network detection nodes, a widely monitored area can be consistently checked for intruders. These systems are simple, easy to install and reliable in detecting intruders automatically. This paper presents the utilization of a wireless sensor network as a non-invasive human identification system for smart homes and security applications. The proposed scheme analyzes the effect of individuals moving into a monitored area, where the 2.4 GHz wireless sensor network has been installed. It is imperative to comprehend the critical impact caused by different human bodies on multiple readings of Received Signal Strength Indicator collected at different levels for individuals at the same recording position. Multiple experiments were performed by utilizing the wireless sensor network nodes on different individuals at different positions. The paper particularly studies the effect of filtration and change of filtering parameters used to mitigate the multipath effect on the accuracy and detection capacity of the presented IEEE802.15.4-based radiometric human identification scheme.
Introduction
The rapid progress in the area of wireless and mobile communications have brought attention to wireless-based identification and detection systems. It is the foundation of any recognition systems to be able to precisely identify trespassers in an indoor environment. In the perspective of wireless sensor networks (WSN), the Received Signal Strength Indicator (RSSI), in addition to its intended use of link quality estimation (LQE), has been generally used for localization and positioning, as well as distance evaluation. Previous studies have demonstrated that in indoor environments where motes (i.e. nodes) have been installed, changes in the RSSI value can be used to distinguish people's movement in the area. Additionally, the timely recorded readings of RSSI permit the mapping of the walking paths of a person within the monitored environment.
Multipath fading has been investigated in detail for the utilization in the area of digital communication. Furthermore, studies on the influence of multipath fading on wireless communication and the variation of the level of RSSI in an indoor environment have also been studied in [1] [2] [3] .
The filtration of RSSI signal using median filter, followed by low-pass filter, was utilized as part of the work in [15] . In this research, a tracking method using priori knowledge was presented. The samples were processed with LPF to average the acquired samples and decide the location precisely and a window size of 30 readings was ideal for this study.
The impact of the presence of multiple people on the precision of a localization system was discussed in [16] . The paper introduced a high-performance multi-entity procedure that depends on RSSI readings to estimate location. The Alphatrimmed filters were then used to overcome noise impact in both training and testing stages. The decision for using these filters, as justified by the authors, was derived from the grounds that Alpha-trimmed filters combine the effects of both mean and median filters. Consequently, the impacts of impulse and Gaussian noises were reduced.
Alpha-trimmed filters were likewise used to remove outliers in [17] . The paper discussed various examples of human intrusion patterns and proposed a new technique to distinguish them. The approach is a joint learning scheme based on grids. RSSI readings were gathered by IEEE 802.15.4 ZigBee motes and then smoothed without compromising the patterns that reflected human intrusion.
A passive system for human detection based on VHF-FM and UHF-TV was proposed by [18] . The paper utilized the standard that the received levels are varied due to multipath fading or shadowing with human presence. To distinguish human presence, a framework that included a receiving antenna in a room was used to reflect radio waves from metal objects and furniture. The paper concluded with the possibility of using both VHF-FM and UHF-TV in human detection system, ideally with the waves having line of sight (LOS) propagation path to increment the detection probability within a monitoring time of just 5 s.
To overcome the latency and power consumption of RSSI-based detection and localization systems, an approach was presented in [19] that minimize such effects by transmitting to the sink node only the warnings related to major events. During tests, the system was able to recognize the intrusion of an individual walking inside the zone of the established communication and effectively tracked his movements during the online phase with an average error of only 0.22 m.
An investigation into human occupancy and movement behavior on signal variation and power degradation in an indoor environment at 2.4 GHz was studied in [20] . The results of this paper demonstrated that the presence of individuals moving in an area where the network was deployed influenced the RSSI considerably, and the attenuation differed according to the number of subjects and their walking speed. This approach was then used in passive human detection systems to automatically control lighting and air-conditioning inside the monitored area.
In this paper, we examined past studies that have been conducted to lessen the impacts of multipath in indoor environments. With this specific end-goal, many filtering methods were tested but resulted in outcomes that did not rise to the expectation. This paper introduces the Alpha-trimmed filter to remove the impacts of multipath in an indoor environment. RSSI readings for multiple individuals at specific locations were collected and then processed with the Alpha-trimmed filters using MATLAB software. The raw and filtered data were analyzed for different filtration parameters. The Alpha-trimmed filter was utilized as a part of this work to eliminate multipath impacts from the RSSI readings collected during experimentation. The motes used are XBee radio mounted on XBee shields in Arduino microcontroller boards. The XBee mote has a 2.4 GHz radio interface compatible with the IEEE 802.15.4 standard, with LE and RSSI feeds, in addition to other features. XBee motes are extensively used in RnD environment for testing and development of new solutions for home/office networking, security and industrial revolution IR4.0 applications by allowing machines to communicate.
Filtration using Alpha-trimmed filters
To clarify the RSSI readings from the sudden change in levels due to multipath fading, a filtration method was implemented. Alpha-trimmed filters were utilized in view of their straightforwardness and capacity to eliminate sudden extreme data without compromising their uniqueness from one person to another.
Alpha-trimmed mean filter is a nonlinear, windowed-class filter that tends to have a neutral attribute between mean and median filters. The fundamental concept behind this filter is for any components of the signal to be similar to the ones that proceeded and followed it [21] .
The essential steps here are to put the elements in a moving window in sequence and then eliminate the components at the beginning and the end. Lastly, the remaining values are averaged and the final value is identified.
This filter calculates the mean of the array by eliminating some parts of the signal instead of averaging the whole set.
The outliers in the highest and lowest values are removed. The trimming coefficient ' α' controls the rate of the data, which are then removed from the set.
x ( j ) (1) Where αn denotes the ceil of the value αn , and 0 ≤ α < 0.5 demonstrates the rate of the trimmed data. Accordingly, the Alpha-trimmed mean filter behaves like a median filter when it approaches 0.5 and a moving average filter when α approaches 0, as shown in Fig. 1 [22] . Thus, multiple values of Alpha were used starting from 0.05 and ending at 0.49 to demonstrate the impact of changing the filtration index ( α) on the accuracy of the system. 
Experiment setup
The scheme suggested here used the IEEE 802.15.4 Transceivers, which are light, cheap, and reliable. The IEEE 802.15.4 network will transmit data from the sensing unit (transmitters) to the processing unit, where a comparison process will be performed and a decision will be issued for identification or intrusion purposes.
The testing system was installed using a receiver that acted as the base station. It was placed on a table and connected to a PC to collect RSSI values. On the other side of the Link, there were 8 transmitters operating with the receiver on a multiple point-to-point IEEE 802.15.4 network.
During the experiment, the subject under study was asked to first stand in the direct line of the link between the transmitters and the receiver. The position was 125 cm from the wall where transmitters were mounted. The distance between the standing position and the receiver, where the data is collected, was 375 cm, making the total distance between the transmitters and the receiver 5 m. For the second test, the subjects were asked to sit on chairs at the same spot as the first position.
For the third position, the subject was asked to stand in a specific point that was not in the direct link between the transmitters and the receiver. That point was 150 cm from the direct line. The projection of the point on the direct line was exactly in the middle between the two ends of the connection (250 cm apart from each end). The last position readings involved sitting on a chair at the same place as the third position.
Transmitters were placed aligned to the wall with 50 cm spacing starting from 50 cm height from the floor. The base station was placed connected to a PC on a bench table at 75 cm in height. Fig. 2 shows the schematic view of the placing of the experiment setup.
The transmitters were at 50 cm, 75 cm, 100 cm, 125 cm, 150 cm, 175 cm, 200 cm, and 225 cm on the wall. The idea is to collect data at different heights simultaneously. So the effect of human body on the signal can be used to distinguish between humans with different heights and body sizes. In trials, it is found that larger and taller human bodies, when crossing, perturb more RSSI readings on all links, while smaller short bodies perturb fewer RSSI readings and on lower links only.
Algorithm of human identification scheme system
The proposed scheme should be able to monitor the indoor environment and distinguish between different people entering the monitored area. For this system, the transmitting nodes send packets to the base station, and from the packets, the processing unit in the base node will extract the RSSI value from the API packet and send it instantly to the connected PC, where the data are immediately stored into the database for further processing. MATLAB software is used for data collection, filtering, and comparison processes.
For the actual identification process, RSSI readings were compared with stored RSSI readings that belong to a prespecified group of individuals working or residing in the monitored area. During data collection process, when the system starts, the base node receives packets that includes the address of the sending node and the signal strength of the con- nection between the transmitter and the receiver. In that case, the processing unit attached to the Receiving IEEE 802.15.4 device will extract the bits that includes the RSSI value as preconfigured. Following that the RSSI values are sent instantly through the serial connection to the PC attached to the base station where the MATLAB software resides to perform the rest of processing, data logging and comparison for decision making process. Data received on the serial port by MATLAB is converted to decimal for usability and to ease the storing of data on the database. MATLAB stores data temporarily into arrays in the workplace which up on the closing of serial connection (disconnection of XBee), it will store these readings in a specific database categorized by each person's profile. The data were filtered using the same Alpha coefficient for both current collected samples and stored samples in the database. The data were then compared to equal-length samples in order to generate an RMSE index. Root Mean Square Error (RMSE) is a regularly used measure to contrast between predicted qualities by an algorithm and the actual measured values and it is used as a matching parameter in this research work. Based on the predetermined RMSE threshold, if the current readings exceeded that value, a decision for a stranger or intruder within the environment would then be generated. Otherwise, that person is recognized as a member of the pre-specified group, as shown in Fig. 3 . 
Statistical profiling
The measurement used as a matching parameter in this paper is the Root Mean Square Error (RMSE) . RMSE presents the total averaged differences to measure the validity of the studied algorithm [22] . The RMSE of a model for reference values and the measured values provide a similarity parameter that can be used to make decisions for matching procedures. The RMSE for the case of this paper is calculated using the formula in Eq. (2 ) .
Where RSSI meas is the observed values and RSSI ref is the modelled values at the offline phase. The key target of any human recognition system is to have the capacity to accomplish an unmistakable separation of intra-class (samples for the same individual at the same position) and inter-class (samples for a person at one position to all other samples, except the samples for the same person at the same position) RMSE distributions [23] . Generally, if the RMSE level is higher than the threshold level, the two samples are then determined to be produced by different individuals [24] . Nonetheless, the separation between the least RMSE value for inter-class matching and the highest RMSE value for intraclass matching cannot be utilized as an accurate measurement to evaluate the difference between different categories, as there will be outliers that make these ranges overlap. A better choice for the metric is 'decidability', which considers other statistical parameters rather than just the minimum and the maximum. It evaluates the separation distance based on the mean and standard deviation of the intra-class and inter-class statistical distributions [24, 25] .
Where μ S : the mean of the intra-class distribution, μ D : the mean of the inter-class distribution, σ S : the standard deviation of the intra-class distribution, and σ D : the standard deviation of the inter-class distribution.
As expressed by Eq. (3 ), decidability d' is a function of the difference between the standard deviation of the two classes. The higher the decidability, the clearer the division between the intra-class and inter-class distributions, which leads to better recognition rate.
Testing scenarios
To examine the impact of multipath fading on radiometric-based human detection systems, multiple testing scenarios were performed, as presented in the following sub-sections:
Comparison of one subject's data multiple times
The data were collected for a single person multiple times in the span of 10 days without any change in the environment, i.e.: same indoor layout without moving and replacing any object. This test was done to prove the concept of the similarity of RSSI readings for the same environment with the presence of the same obstruction, which in this case, was the subject under test. The reading time was set for 60 s, with a sampling time of 13 samples per second. The acquired data were then analyzed for different filtration coefficients. For this part, the subject under test stood at one position in the direct line of the link (standing in front of the receiver's position). The aim of this test was merely to find the initial range of the RMSE values for the same person in order to define a prime range of threshold to be used for the actual data comparison in the following stages.
The tests performed for readings involved eight levels, in which the data were recorded simultaneously to determine the best resolution (e.g. number of transmitters that needs to be running at the same time).
Cross group matching
Training group analysis was performed on 5 different individuals situated at the before mentioned 4 different positions. Tests were performed in order to identify the best sample size and filter window size.
The effect of the window's size of filter on performance.
The variation of the system's performance with respect to the moving window size during filtration was based on the change of the decidability of each window size. Filter's window size reflects how many consecutive readings are used as the input for alpha trimmed filter during the filtration process. The decidability reflects the narrowness of the data, so the more the decidability there is, the less overlapping between interclass and intra-class data will be generated. The tests were performed to determine the window sizes of 25, 50, 75, and 100 readings for different values of Alpha.
3.3.2.2.
The effect of sample size on system performance. Equal-length samples were compared to generate the RMSE value used for the matching process. To find the effect of the sample size on that decision, a test was conducted by comparing the performance of the system for different sample sizes. In order to stress-test the system on decidability performance, window size needs to be varied. The sizes were 25, 50, 100, 150, 200, and 250, with 25 representing the smallest number of samples and 250 represents the maximum number of samples supported by the system hardware. In trial, it was found that the system with this setting read 800 samples a minute. Therefore, in order to read 25 samples, the system requires 2 s at the same position. Increasing the sampling rate is possible but requires sending continuous wave (CW) signal using a signal generator instead of IEEE802.15.4 frame beacons from the motes. However, this is not possible in our case due to the large number of transmitters involved in the experiment.
Results and analysis

Intra-Class comparison (Same person multiple times)
The resulting readings were analyzed with a bin size of 50 readings and for different filtration criteria. In analysis, the outcome of the tests was conducted on the same individual. The RMSE value for raw data ranged from 0.5 to 5 with a mean of 2.6127 and a standard deviation of 1.0927, as indicated in Fig. 4 (Top) .
An example of the analysis of filtered readings is presented in Fig. 4 (Bottom) , where the data were filtered using Alphatrimmed filters, with an Alpha of 0.05. The effect of filtering was presented in the mean of RMSE value of 0.75284 and standard deviation of 0.4205. The PDF graph of the RMSE of filtered readings were narrower and more centered in the raw data. This increases the decidability of the filtered readings, which can in turn lead to a better decision for a threshold that lessens the number of false negatives and false positives. Table 1 presents a comparison of the performance of number of levels used and their corresponding statistics .Increasing the number of levels decreases the standard deviation value or the distribution of RMSE values, which will result in a sharper value of threshold that separates the readings belonging to the same person from readings belonging to different people.
Cross group matching
Matching the same person's data should almost be the same for the same indoor environment, except for the effects of noise generated by diffraction, reflection, and multipath of signal and resulted in a sudden change in the value of the RSSI reading at a static position. Fig. 5 shows the outcomes of performing RMSE analysis on data acquired for intra-class matching and inter-class matching. The values presented in the graph are the RMSE analysis for raw data averaged over 4 levels. The RMSE values for intra-class matching are centered on the left of Fig. 5 , with a mean of 2.5468 and standard deviation of 1.5512, whereas the RMSE values for inter-class matching are more diverted and centered to the right of the graph, with a higher mean value of 9.7125 and standard deviation of 4.4052. Non-filtered data resulted in the overlapping of the PDF graph generated by the RMSE values for intra-class matching and inter-class matching. This overlapping has generated false alarms.
The filtering effect on the data is presented in Fig. 6 , where the data is filtered with a 0.3 Alpha-trimmed filter. The impact of filtration on the data was very significant, especially considering the intra-class matching. The RMSE standard variation in intra-class matching filtered data was 0.37494, whereas the non-filtered data for the same category was 1.5512. Meanwhile, the RMSE mean for the same class went from 2.5468 for raw data down to 0.2902. This indicates the importance of filtering data on the process of RSSI-based recognition systems.
The effect of the window's size of filter on performance
The variation of the system's performance with the change in the moving window size during filtration was based on the change in the decidability of each window size. The decidability reflects the narrowness of the data, so the more the decidability there is, the less overlapping between inter-class and intra-class data will be generated. Table 2 shows the effect of the window's sizes at 25, 50, 75, and 100 readings for different Alpha values. The increase in the window size caused the data to be smoother and decreased the effect of sudden change in the RSSI readings due to multipath. Another finding showed that the increase in the value of Alpha or the trimmed readings from the filtering window produced a narrower data, and an easier differentiation between the different classes could be made. This finding was based on the increase of decidability which consequently produces a narrower data with clearer cutoff threshold between inter-class and intra-class data as sown in Table 2 . Table 3 shows the results of this testing. Generally, the increase in sampling size only showed a marginal increase of data decidability. This is because the RSSI value for a single person at the same position is not a constant value at discrete levels. In contrary, RSSI reading normally fluctuates at its mean by ± 1. Increasing the sampling size will increase the averaging window and further eliminate changes to the signal due to the environment. This effect can clearly be noticed in the raw data, as there were no filtration and trimming to eliminate changes due to the multipath of the signal experienced in the environment.
The effect of sample size on system performance
The analysis of these results showed that increasing the number of samples did not provide a big increase in the performance of the system, but required more time for a subject at the same position instead. For example, the highest difference for the samples' decidability for filtered data was 0.067, which is less than 3.5% increase between the sample sizes of 25 and 250 readings. This very small increase in decidability, however, required an increase of time from approximately 2 s (25 readings a sample) to 20 s (250 readings a sample).
Although the length of a 20 s sample was performed for testing purposes, it is not practical for the daily-life application of this system. The analysis of sampling size and the filtering's window size specified that the increase of these two variables subsequently increases the performance of the system. For both tests, the increase in filtration coefficient ( α), in turn, increases the performance of the system in terms of decidability. In addition, increasing the resolution or the levels that are compared lowers the significance of the change in these variables.
Conclusion and recommendations
This study focused on achieving an optimum performance radiometric identification scheme for indoor environments by utilizing one of the properties of radio frequency-based networks. The scheme's installation cost and accuracy were a trade-off, but there are other factors that contribute to the performance:
• While filtered data achieved high decidability and clearer cut-off threshold, raw data achieved much less decidability, leading the system to generate multiple false alarms in distinguishing different individuals.
• Increasing the number of sensing levels, e.g. achieving higher resolution, leads to an increase in decidability or a clearer cut-off between intra-class and inter-class RMSE readings.
• The window size of the filter plays a marginal role in increasing decidability for filtered data. However, increasing the size of filtering window requires the data to be recorded for a longer time, which is impractical for daily-life applications. Therefore, a small window size of 50 readings was used in the experiment.
• The size of the compared samples does not play a significant role in the results of the decidability of the filtered data.
Testing showed only a 3.5% increase in decidability with increasing sampling time from 2 s to 20 s.
The universality of this proposed scheme and obtained conclusions require more data to be collected for a larger number of subjects. The accomplished results of the proposed scheme were acquired under basic and restrictive conditions. To specify, the compared groups were relatively small in number, the comparison on all subjects were done in settled positions, and the outcomes were altogether performed at a single place in an indoor environment with only a single person present in the room. These points will be addressed in future works in addition to the effect of changing receiver's height on the experiment's outcomes. The ability of the scheme to differentiate multiple subjects simultaneously present in the monitored environment ought to be inve stigated further.
